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— Should I buy Bitcoin?
— Will prices go up or down?

Blockchain, Introduction bitcoin

Purpose of a blockchain
 Ledger of who owns what
 Most examples centralized and require trusted party
— Land registry: one database, we trust the government
— Bank account: one database, we trust the bank

 Decentralized and without trust
— keep all ledgers synchronized
— Everybody has an incentive to fake the ledger
— Who’s ledger is correct?
— Cannot use voting as people can create fake identities?

 Bitcoin solves this problem

Idea behind a (Bitcoin) blockchain
Alice gets 10 BTC
Alice gives 2 BTC to Bob
Bob gives 1 BTC to Charles
Charles gives 0.5 BTC Alice
Bob gives 0.5 BTC to Diana

 Blockchain is just a sequence of
transactions
 Need to work through all
transactions to find out balances
(i.e. who has how many BTC)
 Easy to verify that “Charles gives 5
BTC to Alice” is an invalid
transaction and should not be
added
 Transactions are grouped in blocks

Falsification problems
Alice gets 10 BTC
Alice gives 2 BTC to Bob
Bob gives 1 BTC to Charles
Charles gives 0.5 BTC Alice
Bob gives 0.5 BTC to Diana

Alice gets 10 BTC
Alice gives 2 BTC to Alfred
Bob gives 1 BTC to Charles
Charles gives 0.5 BTC Alice
Bob gives 0.5 BTC to Diana

 I could go back and change the
content of a block
 There is no central “true” ledger.
 I could claim my ledger is the
correct one
 “Consensus” would be lost
 Many ledgers would emerge
 Nobody would trust this
mechanism
 System would fail

Cryptographic Hash function
 Maps input of any length to an output of defined
length (in our case 256 bit)
x → h=H(x)
 Hash function is open source
 Easy to compute in one direction
 Computationally impossible to invert
— Cannot find an input x if I only know the hash value h

 Hash function is like a checksum of some content
 Try at https://www.xorbin.com/tools/sha256-hashcalculator?hash?calculator

Idea behind a (Bitcoin) blockchain
Alice gets 10 BTC
Alice gives 2 BTC to Bob
Bob gives 1 BTC to Charles
Hash value Block 1
Hash value block 1
Alice gives 0.5 BTC to Diana
Charles gives 0.5 BTC to Bob
Hash value Block 2

 Each block has a hash value of its
content to make it falsification
proof
 Everybody can verify the
integrity of a block
 The hash value of block 1 is
included in computing the hash
value of block 2
 All blocks are linked together

Falsification problem
Alice gets 10 BTC
Alice gives 2 BTC to Alfred
Bob gives 1 BTC to Charles
Hash value Block 1
Hash value block 1
Alice gives 0.5 BTC to Diana
Charles gives 0.5 BTC to Bob
Hash value Block 2

 Hash values link blocks
together in a clear sequence
 Altering a value will change the
Hash value of block and would
be detected
 It would be easy to verify that
the block was tampered with

Falsification problem
Alice gets 10 BTC
Alice gives 2 BTC to Alfred
Bob gives 1 BTC to Charles
Hash value Block 1
Hash value block 1
Alice gives 0.5 BTC to Diana
Charles gives 0.5 BTC to Bob
Hash value Block 2

 Recompute hash value for
block 1
 Now Block 1 is internally
consistent (a valid block)
 But the new hash value does
not match the first line of
block 2
 It would be obvious that
somebody tampered with
block 1

Falsification problem
Alice gets 10 BTC
Alice gives 2 BTC to Alfred
Bob gives 1 BTC to Charles
Hash value Block 1
Hash value block 1
Alice gives 0.5 BTC to Diana
Charles gives 0.5 BTC to Bob
Hash value Block 2

 The adversary has to also rewrite block 2 to make block 1
and 2 link together
 Do this for all subsequent
blocks
 If re-writing blocks was easy
one could still fake the ledger
 Composing a block has to be
made hard (computationally
expensive)

Mining
 Computing a block designed to be time consuming
 Re-computing all blocks is time consuming and costs
resources (hardware, energy)
 While the adversary recomputes the blocks new
blocks get added
 Ideally adversary can never catch up
 Making it hard to compute blocks is essential part of
the blockchain mechanism
— This reduces chances of falsification

Mining blocks
Alice gets 10 BTC
Alice gives 2 BTC to Bob
Bob gives 1 BTC to Charles
Nonce 1
Hash value Block 1
Hash value block 1
Alice gives 0.5 BTC to Diana
Charles gives 0.5 BTC to Bob
Nonce 2
Hash value Block 2

 Blocks are only valid when the
hash value has a certain number
of leading zeros
 Only works by trial and error
 Miners can change the
composition of transactions and
the block’s Nonce value (free to
choose number)
 Difficulty is calibrated to get 1
block about every 10 minutes

Initiating Transactions
 Suppose that Alice wants to send 1 BTC to Bob
 Bitcoin is a peer-to-peer network
 Alice’s computer is in touch with other nodes on the
bitcoin network. A node
— keeps a copy of the whole blockchain
— Relays new blocks and pending transactions

 Alice’s computer creates a transaction and this gets
floated to other nodes. It is in the memory pool.
 Miners pick transactions out of the mempool to add
to the block

Mining – times between blocks

Source: Lehar, Parlour, 2021, Miner Collusion and the BitCoin Protocol

Mining Rigs

Hash Rate

Kilo Mega Giga Tera Peta Exa

Problems with bitcoin
 Deflationary:
— Numbers of bitcoin ever to be issued is capped

 Environment
— Bitcoin network uses more electricity than Ireland or

Norway
— One transaction comparable to 1 household-1 month

 Control of mining power
— Miners form pools to engage in risk sharing
— Pools can get very powerful

Bitcoin problems
 Visa-problem: capacity of BTC too low
— Visa processes 150m TX/day, can do >24000/sec
— Feb 15, 2021: BTC has 296388 TX/day
— Every node has to store all past transactions
 BTC size Feb 2021: 317 GB
— If you want your own wallet you have to run a node or

trust another node (i.e. fully trust like a bank)

 Security costs borne by users

How to buy Bitcoin
 Exchanges

— Allow you to trade Bitcoin and other crypto against Fiat

(CAD, USD)

 Paypal, other services
 Who has custody?
 As far as the blockchain is concerned the exchange
owns the BTC

— Exchange has internal ledger that attributes bitcoin to user

 Problem when the exchange defaults
— All your money is lost
— Completely unregulated

Example: Quadriga

Crypto-Custody
 Keep with exchange
— Need to trust exchange, no recovery in case of default

 Keep in your own wallet
— If private key is lost, your crypto is lost
— Software Wallet
 Software on your computer/phone
 Most malware searches computers for wallet keys
— Hardware wallet
 Connects to USB port
 Stores private key in device

Doing more with blockchain
 Instead of transaction data (Alice sends 1 BTC to
BOB) store some other data on blockchain
 Other data can be anything (e.g. picture of Nelson
Mandela)
 Data can be another ledger or computer program
 Create tokens
 A token is a digital item that can be owned and
transferred
 Many run on Ethereum blockchain

Stablecoins

Privately issued money
 Stable coins are tied to the value of a fiat currency,
e.g. USD
 Value can move up and down a bit but in general
stable coins are stable
 Issued by private entities
 Use-cases

— Crypto trading
— Making payments: can send USD cheap to another part of

the world
— Settlement of smart contracts
— Can get USD exposure outside of the US

Stablecoin stats

Example Tether (USDT)

Source: Lyons and Viswanath-Natraj, What Keeps Stablecoins Stable?, 2020

 Arbitrage with Tether treasury keeps price stable
— Allow conversion between USDT and US-Fiat

Types of stable coins
 Asset backed off chain
— Fiat backed e.g. USDT, USD Coin
— Commodity backed: often gold
— Audited/not audited
— Hold fiat in insured banks or not

 Asset backed on chain
— Use other cryptos as collateral: e.g. Maker, Dai
— Collateral value visible (on chain)

 Usage fees

Private money
 In Hong Kong paper bills are issued by private banks
(upon the authority of the central bank - HKMA)
 In periods of free banking private banks issued “bank
notes”: Canada, US, Great Britain, Switzerland, China,
many other countries
— Bank notes denominated in local currency, e.g. USD
— In good times notes were interchangeable
— Clearing houses took care of situations when somebody

presented a bill issued by one bank to deposit in another
— When a bank is fragile its notes might not be accepted
— System is fragile
— Contagion might spread to other banks
— Main reason for monopoly central banks

Stablecoins
 Can stablecoins be a source of financial instability?

— How do stablecoin issuers make money?
— Issue non-interest bearing coins for USD
— Invest proceeds into financial markets and earn interest
— Short term, liquid investments (e.g. bank deposits) do not

create high returns
— Temptation to invest in longer term instruments for higher
returns
— Generates liquidity risk

 If all stablecoin users want to convert to fiat there is not
enough liquid cash
 Fire sale of illiquid assets causes price to drop -> not enough
to cover issued stable coins

Financial fragility
20 liquid assets
85 illiquid assets
(85 bonds at price 100)

100 stablecoins

 Assume users redeem 30 stable coins
 20 can be paid back from liquid assets
 Need to sell 10 units of the bond. Then price drops to
90  need to sell more bonds  price drops more
 Outcome might be like this
0 liquid assets
61.6 illiquid assets
(70 bonds at price 88)

70 stablecoins

 Insufficient funds to cover existing coins
 Everybody else anticipates this and redeems

Bank runs
 This problem is not new
 Main problem of banking
— Long term illiquid loans
— Liquid short term deposits

 Solutions
— Government deposit insurance
 Not likely for stablecoins
— Strict liquidity regulation and extra capital requirements
 Costly for issuer, hard to enforce
— Credibility of regulator
 Watch out for own citizens first

Stablecoin Limitations
 Regulatory
— Stablecoins might violate securities law in most countries

 Centralization
— Run by few corporations. Trust is required
— Why trust Tether more than CIBC?

 Security
— A run could also happen due to a hack

Diem (former Libra)
 Stablecoin proposed by Facebook
 Use basket of global currencies as collateral
 Trusted set of verifiers (limited number of
companies)
 Same problems as with other stablecoins
 Can Facebook block your access to this market?
— What if you are a critic of Zuckerberg?

 Can the US government freeze your coins?
 Privacy on transactions?
 Know your customer (KYC) and Anti Money
Laundring (AML) enforcement?

Next talk





How do smart contracts work?
Will the Bank of Canada issue a crypto loonie?
Decentralized finance
Yield Farming: investing your crypto

